
 

  

 
ENHANCED TECHNOLOGY FOR 
CIA INFORMATION SECURITY 

By Ellie Loigman 

INTRODUCTION 
 In 2017, WikiLeaks made history as the largest-ever breach in 

information security. That same year, CIA documents reportedly 
obtained from Russia led the agency to determine that Vladimir 
Putin personally ordered Moscow’s interference in the 2016 
American presidential election (Roth). Further, there are more than 
just economic and health ramifications to the COVID-19 crisis: the 
global pandemic has made the United States more vulnerable to 
cyberattacks and security breaches. With this in mind, it is of the 
utmost importance that the CIA expands upon its information 
security methods and measures.  

Enhanced information security will manifest in various ways. As 
of May 2019, the CIA had over 100 artificial intelligence (AI) 
initiatives. The CIA uses AI to discover threats and planned attacks, 
neutralize email and other cyberattacks, survey areas via satellite, 
identify areas of social unrest, and more (Roth). Given this, it is 
unsurprising that the CIA invests heavily in AI, as well as other 
emerging technologies, such as cloud computing.  

Information security methods are ever-evolving. To avoid falling 
behind Russia and China in this domain, it is important that the 
United States remain ahead of the information security curve. It is 
our goal to keep our democracy secure, which cannot be 
accomplished without ensuring that our elections and other forms 
of democratic infrastructure are not tampered with. Additionally, it 
is the United States’ goal to remain a global leader in terms of 
technological advancements.   
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EXPLANATION OF THE ISSUE 
Historical Development 

The CIA was formally established in 1947, under the 
administration of President Truman. Since its beginning, 
information security has been a top priority for the CIA: its primary 
objective is to provide national intelligence to US policymakers. 
Although the CIA stands for the Central Intelligence Agency, the 
acronym is also well-known for the CIA triad, which is a model for 
the development of information security policies (“What is the CIA 
Triad?’). Under the triad model, CIA stands for: (1) confidentiality: 
protecting sensitive information; (2) integrity: protecting data from 
being accessed by an authorized user; and (3) availability: ensuring 
that data is accessible when it is needed (“What is the CIA Triad?”).  

The CIA triad of information security was not initially laid out at 
service’s founding. However, the concept of this triad has existed 
since “confidentiality” was formalized in a 1976 US Air Force study, 
and the first known usage of the three concepts together is in Donn 
Parker’s 1988 book, Fighting Computer Crime (What is the CIA 
Triad?”).  

The CIA’s emphasized commitment to confidentiality, integrity, 
and availability has led the Directorate of Science and 
Technology (DS&T) to partner with many organizations in the 
US intelligence community, including the military, academia, 
national laboratories, and the private sector (“Science & 
Technology”). One important example of this, which will be further 
discussed later on, is the CIA’s recent investment in cloud 
computing.  

Scope of the Problem 
The CIA highly values the United States’ role as a technological 

leader across the world and wants to continue to be both an “early 
adopter” and “lead user” (Rockwell). However, the agency’s recent 
attempts to retain the US’ position of technological prominence are 
viewed by many as controversial. While there are many ways of 
tackling the problem of information security, this briefing will be 
focused on three of the CIA’s specific approaches: cloud computing, 
artificial intelligence, and election security-specific measures.   

Cloud Computing 
In order to access cutting-edge technologies, the CIA has sought 

out partnerships with commercial industries (Rockwell). A major 
example of this is cloud computing, which the CIA first partnered 
with Amazon to expand upon in 2013. Cloud computing is a way to 
deliver computer services over the Internet—known as “the cloud”—
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to offer faster innovation and resources. Cloud computing, which 
does not rely on hardware, is known for its speed, productivity, 
reliability, and most importantly, security (“What is cloud 
computing?”). Barely a decade old, cloud computing is an emerging 
information security powerhouse.  

As of April 2019, the CIA has been preparing to significantly 
increase its reliance on cloud computing (Nix). Given the agency’s 
partnership with Amazon, this news has been received with mixed 
reviews. While the agency plans to award a future cloud computing 
contract to multiple organizations, there is debate surrounding 
whether or not the CIA is obligated to contribute to business 
diversification or if, on the other hand, a monopoly on cloud 
computing is not only acceptable but necessary in order to 
eliminate security concerns.  

 
Artificial Intelligence Obstacles 

As of 2017, the CIA had 137 pilot projects directly related to 
artificial intelligence through In-Q-Tel, their venture capital arm 
(Tucker). However, it has been reported that the CIA has retained 
an outdated approach to managing computer systems, which has 
slowed its plans to implement AI technologies (Gregg). Given 
Russia and China’s ever-increasing use of AI, for some, this is a 
concern that merits swift action.  

To ensure that AI of the US remains up to speed, the CIA has 
partnered with various private companies to develop reliable AI 
systems. These partnerships are often controversial.  

Additionally, although AI technologies are being increasingly 
used, for the CIA, explainability is an important obstacle: 
machine learning, such as AI, often produces results that cannot be 
easily explained. While other countries are jumping ahead with AI, 
the CIA has been more conservative in its implementation of such 
technologies due to concerns that there may be unforeseeable 
biases in the technology.  

Election Security Measures 
A 2019 report from the Senate Select Committee on  

Intelligence reveals that there was extensive Russian interference 
in the 2016 presidential election (Ward). Hackers attempted to 
access election systems in all 50 states and infiltrated 21 of them 
with varying degrees of success (Ward). Although this infiltration 
was more of a “fact-finding” mission than an attempt to alter vote 
counts, the potential to alter vote counts in the future has rendered 
election security an issue of great concern (Ward).  

The CIA’s response to increasing election security measures is 
controversial. Some believe that the agency should do more to 
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prioritize protecting elections from foreign influence, while others 
feel that this response is alarmist and overblown.  

Congressional Action 
Since 2016, Congress has appropriated $400 million for election 

security and has proposed the Defending Elections from Threats by 
Establishing Redlines Act (2018), which would impose automatic 
sanctions on any country found interfering in a US election without 
the possibility for presidential denial (Boot and Bergmann). As 
mentioned above, the Senate Intelligence Committee has worked 
with the CIA to report on Russian interference in the 2016 
elections. In 2019, both Elizabeth Warren and Amy Klobuchar 
emphasized election security in their presidential campaigns, 
proposing security funding plans (Marks).  

In June of 2020, the Senate Select Committee on Intelligence 
(SSCI) passed the Intelligence Authorization Act (IAA) for 
Fiscal Year 2021, which authorizes funding, provides legal 
authority, and enhances Congressional oversight for the US 
Intelligence Community (“Senate Intelligence Passes Intelligence 
Authorization Act”). While this act has been passed, there was 
previously pushback for the IAA for Fiscal Year 2020, given that it 
dramatically expanded the crime of disclosing intelligence agents’ 
identities (“EPIC, Coalition Ask Congress to Block CIA Proposal to 
Limit Agency Accountability”).  

CIA Action  
The CIA and Congress have had a formal relationship since 

before the 1960s. While Congress requested large amounts of 
information from the CIA in the 1970s, in the 1980s, the Iran 
Contra affair pit Democratic members of Congress against the 
CIA, who were operating in Central America. This resulted in the 
cutting of congressional funding to the CIA’s Contra Program 
(“CIA’s Relationship with the United States Congress”).  

During the Soviet-Afghan War, Rep. Charlie Wilson (D-TX) 
partnered with the CIA to increase funding to the Afghan 
Mujahedeen fighters. Since then, the CIA and Congress have not 
worked as closely in their fight against terrorism. After the 
September 11 attacks in 2001, the CIA planned a secret program to 
combat terror but refrained from disclosing the plan to Congress 
until long after (“CIA’s Relationship with the United States 
Congress”).  

Last year, the CIA lobbied Congress to modify the Intelligence 
Identities Protection Act’s penalties with the goal of expanding 
punishments to whistleblowers, public interest organizations, 
and journalists who attempt to expose corruption in the CIA or 
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broader intelligence community (“EPIC, Coalition Ask Congress to 
Block CIA Proposal to Limit Agency Accountability”). 

Other Policy Action 
 Separate from the primary branches of the CIA is In-Q-Tel, 

which has invested in and partnered with various technology 
companies to improve upon CIA information security. They work 
hand-in-hand with private companies with the hope that they will 
one day benefit from their technological discoveries.  

To ensure that election security is a top priority, some 
policymakers have proposed the creation of an entirely new agency 
focused solely on cybersecurity. Currently, the Department of 
Homeland Security (DHS) is primarily responsible for 
protecting civilian infrastructure, but it does not have the capacity 
to work closely with the CIA, giving election security the attention 
that it deserves. In response to similar concerns in the United 
Kingdom, the National Cybersecurity Center was created in 2016.    

 

IDEOLOGICAL VIEWPOINTS 
Conservative View 

Conservatives are known for being hawkish on foreign policy in 
order to protect Americans. This applies to their position on 
cybersecurity—they believe that it is important to have strong 
cybersecurity measures in place. Many conservatives oppose 
President Trump’s friendly relations with Chinese and Russian 
leaders due to security concerns. However, they oppose the ban on 
exports of Artificial Intelligence—in their opinion, this solution is 
too little, too late.  

Liberal View 
Recently, liberals have emphasized the importance of 

cybersecurity in elections. In general, they are less confident than 
their conservative counterparts in the United States’ ability to 
defend itself from a cyber-attack. Similar to conservatives, though, 
they place a high premium on the importance of information 
security.   

AREAS OF DEBATE 
 In this committee, you will discuss and debate three different 
issues concerning CIA information security. First, you will compare 
two different approaches to the CIA’s usage of cloud computing. 
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Second, you will discuss whether or not imposing export bans on 
Artificial Intelligence is an effective method of increasing the CIA’s 
information security. Finally, you will examine different modes of 
prevention and response to stymy interference in U.S. elections.  

 Cloud Computing: Monopoly vs. Business 
Diversification  

In April 2019, the CIA announced that it would be increasing its 
reliance on cloud-computing by tens of billions of dollars (Nix). 
Before this announcement, the CIA had a $600 million cloud 
computing contract with Amazon (Nix). Under the cloud computing 
expansion plan, the CIA will divide the increased amount of work 
among multiple technology companies. The goal of this is to expand 
the federal market for technology, giving other companies a chance 
to compete with Amazon (Nix). With this new initiative, the CIA 
will buy cloud computing services from multiple companies to 
handle both classified and unclassified information, which has 
resulted in information security concerns.  

The Pentagon has argued that a single cloud computing provider 
would result in greater information security. On the other hand, 
companies such as Oracle argue that a lack of cloud computing 
diversity leads to a “winner-take-all” situation (Nix). Under the 
CIA’s current C2E Commercial Enterprise plan, the agency 
will be awarding contracts to multiple technology companies. 
However, the CIA’s parallel industry, the Department of Defense, 
has opted for a cloud computing monopoly. While the CIA has 
reportedly made the decision to hire various technology companies, 
this decision remains heavily disputed. Given that the cloud 
computing expansion has yet to occur, there is still time for the CIA 
to adopt a solution that more closely models that of the Department 
of Defense’s, should they wish to do so.  

Political Perspectives on this Solution 
The current administration is in favor of the monopoly solution 

that favors Amazon. Conservatives are more likely to favor this 
solution, given that they believe maintaining security is more 
important than breaking up business monopolies. Liberals, who 
have recently spoken out against large companies such as Amazon, 
are more likely to favor the business diversification model. 
Additionally, they would argue that multi-cloud systems are 
actually more secure than a singularly-operated system.  

Technology groups are in favor of the business diversification 
model. In particular, a spokesperson from IBM has applauded this 
decision and has even argued that multi-cloud environments are 
both more flexible and secure (Gregg). Oracle, who is currently 
suing the Department of Defense, is also in favor of the business 
diversification model.  
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Artificial Intelligence Export Regulations   
Artificial Intelligence, or AI, is the pathway to the future. It is up 

to the CIA and the federal government to ensure that the United 
States remains a global leader on artificial intelligence. To prevent 
security risks and threats to democracy, more stringent export 
regulations on AI technology have been proposed. In January of 
2020, the Trump administration took measures to stop exports of 
AI software in order to keep sensitive technologies away from rival 
powers, such as China (“U.S. government limits exports of artificial 
intelligence software”). This measure affects all companies that use 
AI technologies, but the CIA has yet to release an explicit statement 
about their export policies. The impact of AI is wide-reaching: it is 
changing the old ways of doing business (Rasser et al.) In this vein, 
some argue that the CIA should denote official export policies for 
military-related AI. However, international collaboration is 
important in ensuring that the CIA remains a global technological 
leader. Thus, the CIA must tread lightly, ensuring that it adopts an 
export policy that prioritizes both cyber defense and collaboration. 
It is also important that in whatever policy the agency chooses to 
adopt, they emphasize their commitment to democratic values and 
respect for human rights (Rasser et al.)  

Political Perspectives on this Solution 
Both conservatives and liberals are in favor of export regulations 

and more cyber defense. There has been growing frustration from 
Republican and Democratic lawmakers about the slow roll-out of 
rules to increase export controls (“U.S. government limits exports of 
artificial intelligence software”). Thus, legislators across the 
ideological spectrum look favorably upon a decision to restrict the 
exports of covert and military AI technologies.  

Other stakeholders are university researchers, who are more 
likely to be opposed to CIA export controls. Given the importance of 
collaboration in developing new military AI technologies, stricter 
export regulations might compromise their research. Still, with 
more collaboration between universities and counterintelligence 
experts, analysts could ensure greater protection of their research.  

 Enhancing U.S. Election Security  
In the 2016 election, the United States dealt with security 

threats and full-fledged interference. Since then, with the 
development of new artificial intelligence technologies, the concern 
about breaches in election security has only increased. To help 
prevent infiltration in future elections and, more generally, to 
increase cybersecurity across the nation, the CIA must enhance its 
counterintelligence programs. Part of this could entail influencing 
foreign elections. However, there are potential ethical implications 
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for interfering with elections. Historically, the CIA has used 
intelligence tactics to put leaders who are favorable to U.S. national 
interests into office abroad. This was seen as a necessary strategy to 
contain the Soviet Union during the Cold War (Batarseh and 
Kumar).  Some would argue that reinstating such 
counterintelligence strategies go against American values. The 
other perspective, however, is that the CIA should be responsible 
for preserving democracy at all costs.  

In July of 2018, the Director of National Intelligence warned 
that Russia is continuing to try to “wreak havoc” over American 
elections (“Defending America from Foreign Election 
Interference”). One possible way to combat election security issues 
is to implement a multi-step plan, which includes: restructuring the 
CIA’s national security apparatus, partnering with democratic 
allies, and imposing sanctions on those responsible for attacks. 
Under this restructuring plan, the CIA would create a separate 
branch exclusively dedicated to cybersecurity.  

Political Perspectives on this Solution 
Liberals are especially concerned with election security, and 

have made it a top policy issue, and would be in favor of this 
solution. However, it is important to recognize the liberal-moderate 
divide: progressives are even more focused on cybersecurity than 
their moderate counterparts. On the other hand, conservatives are 
opposed to this solution. In fact, Senate Majority Leader Mitch 
McConnell has been thwarting efforts to pass election and 
campaign security bills (Marks). Still, it is possible that Democrats 
and Republicans agree on the importance of election security more 
than they seem to. In fact, there has been bipartisan legislation 
introduced that would require political candidates to be more 
transparent with foreign campaign influence (Marks).  

 

BUDGETARY CONSIDERATIONS 
 The budget for the CIA is not public information. However, it is 

important to understand the way that the United States intelligence 
budget operates. The CIA is part of the United States 
Intelligence Community, which is comprised of 16 agencies and 
programs. All of the agencies fit into one of the U.S. intelligence 
budget’s two components: the National Intelligence Program (NIP) 
and the Military Intelligence Program (MIP). The CIA is part of the 
NIP (United States Intelligence Budget). The NIP is under 
budgetary control of the Director of National Intelligence 
(DNI), a position that serves as the head of the United States 
Intelligence Community and oversees the National Intelligence 
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Program. As of May 2020, this position has been held by John 
Ratcliffe (Director of National Intelligence).  

According to the FAS Intelligence Resource Program, the Fiscal 
Year 2021 Budget request included $61.9 billion for the National 
Intelligence Program and $23.1 billion for the Military Intelligence 
Program (Intelligence Budget Data). The U.S. intelligence budget 
has gradually risen since the 9/11 terrorist attacks. While the 
specifics of the budget are kept secret, Edward Snowden released 
classified budget documents in 2013. While these documents have 
not been verified, they are often used as a basis for civilians to 
predict the intelligence budget (Intelligence Budget Data).  

CONCLUSION 
Regardless of the policies you choose to adopt, it is 

important to recognize how crucial CIA information security is. As 
new technologies with the potential to undermine the United States’ 
national security emerge, it is more pressing than ever before for 
the CIA to invest deeply in national security. Additionally, the CIA 
must remain at the forefront of technological innovation in order 
for the U.S. to maintain its status as a global superpower. 
  Cloud computing, artificial intelligence, and election security 
are just three of the many issues that the CIA deals with on a daily 
basis. As a delegate to the CIA, you should focus on coming up with 
solutions that are both innovative and feasible. Remember to be 
creative with your solutions – just because a solution is not 
explicitly mentioned in the briefing does not mean that it isn’t a 
valid solution.  

GUIDE TO FURTHER RESEARCH 
Given the covert nature of the CIA’s operations, there is 

limited information available regarding the CIA’s current missions 
and proposals. However, it is recommended that you begin your 
research by making sure you understand the history of the CIA and 
the role it plays the U.S. Intelligence Community, which you can 
learn more about https://www.cia.gov/index.html. The interactive 
timeline is particularly helpful for understanding key dates in CIA 
history https://www.cia.gov/about-cia/cia-museum/experience-
the-collection/#!/timeline.  

To learn more about the specific policies you will be 
discussing in committee—cloud computing, artificial intelligence, 
and election security—I recommend you look at this article 
https://emerj.com/ai-sector-overviews/artificial-intelligence-at-
the-cia-current-applications/ for a detailed overview about the 
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CIA’s dynamic artificial intelligence industry. Additionally, you 
should make sure that you have a thorough understanding of cloud 
computing, which you can learn more about here: 
https://azure.microsoft.com/en-us/overview/what-is-cloud-
computing/.  To learn more about the CIA’s usage of cloud 
computing, I recommend: 
https://www.washingtonpost.com/business/2019/04/02/cia-long-
relied-exclusively-amazon-its-cloud-computing-now-it-is-seeking-
multiple-providers-massive-new-contract/.  

In addition, you should make sure to stay up to date on 
current events, keeping an eye out for any news about the CIA, but 
especially about the three policies you will be discussing in 
committee.  

GLOSSARY 
Artificial Intelligence – intelligence demonstrated by 

machines, rather than humans 
CIA Triad – a model for the development of information 

security policies where C stands for confidentiality, I stands for 
integrity, and A stands for availability    

Directorate of Science and Technology (DS&T)   – one of 
the five major components of the CIA whose employees focus on 
solving the post pressing national intelligence problems   

Cloud Computing – a way to deliver computer services over 
the Internet—known as “the cloud”—to offer faster innovation and 
resources    

In-Q-Tel – the venture capital arm of the CIA 
Explainability – the ability to explain how a type of technology 

works      
Senate Select Committee on Intelligence – the Senate 

committee dedicated to overseeing the intelligence community at 
large, including the CIA     

Intelligence Authorization Act (IAA) – authorizes funding, 
provides legal authority, and enhances Congressional oversight for 
the US intelligence community     

Iran Contra Affair – secret U.S. arms deal that traded 
missiles and other arms in exchange for the freedom of American 
hostages held in Lebanon. It also used funds from the arms deal to 
support armed conflict in Nicaragua. 

Soviet-Afghan War – nine-year guerrilla war fought between 
insurgent groups against the Soviet Union and Democratic Republic 
of Afghanistan        

Whistleblowers – people who expose secret information 
within an organization that they believe is illegal or morally wrong   
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Department of Homeland Security (DHS) – a federal 
organization whose goal is to protect against threats to the United 
States’ security        

C2E Commercial Enterprise plan – the CIA’s plan to 
advance its cloud computing capabilities    

United States Intelligence Community – the 16 agencies 
and programs that work separately and together to conduct 
intelligence activities  

Director of National Intelligence (DNI) – serves as the 
head of the United States Intelligence Community and oversees the 
National Intelligence Program 
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